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nesses from every industry (Aslan et al.,

2023). Data shows these attacks contin-
ue to occur and are increasing at an incredible,
unfortunate pace (AL-Hawamleh, 2023). One
of the latest attacks involved the telecommuni-
cation giant ATT. The data breach is estimat-
ed to have affected over 7 million current and
65.4 million former

[ :yber/attacks continue to impede busi-

threat drivers and classifications of these driv-
ers. Data was collected by interfacing with ac-
tual cybersecurity subject matter experts with
years of experience dealing with insider threat
incidents. The grounded theory methodology
approach (Strauss & Corbin, 1994) was used
to build a sensible classification model. The
model revealed relational constructs between

human factor drivers

customers (Grantham-
Philips, 2024). Anoth-
er recent data breach
involving  Dropbox,
LinkedIn, and Twit-
ter reportedly involved
an estimated 26 bil-
lion records (Wind-
er, 2024). Company
employees, known as
insider threats, are
major contributors to
some of these attacks
(Cram et al, 2024).
Currently, within the
cybersecurity industry,

This qualitative research provides
insights to help executives, man-
agers, and information security
professionals better understand
insider threat activities by provid-
ing a sensible classification system.
Using interview data from cyber-
security subject matter experts, a
novel construct was developed that
demystifies employee infraction
intentions by introducing categori-
zations of unwitting, witting, un-
malicious, and malicious.

and solutions. More
importantly, the data
uncovered  differenti-
ations of employee in-
sider threat activities.
Previous models (Gre-
itzer et al., 2014; Gre-
itzer & Frincke, 2010)
provided a linkage of
employee unintention-
al insider threats in the
context of social en-
ineering attacks but
%acked the actual rela-
tionship between em-
ployee intentions and

cyber insider threat

cognizant levels. Our

incidents are labeled

as either incidents or non-malicious incidents
(Burns et al., 2023). What is explicitly lacking
is a comprehensive classification of human fac-
tor drivers, which pairs employee intentions
with cognizant level. This qualitative study
aimed to better understand individual insider

model takes a novel ap-
proach by categorizing activities based on mo-
tivation and cognization levels. Further, these
activities were categorized to assist organiza-
tions in better understanding the why behind
the insider threat attacks.

tems, Human Factors
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Methodology

Qualitative research was conducted for this study through structured interviews. This type of research
was chosen because previous researchers identified this to be a successful method in collecting data with-
in all industries (Horton et al., 2004), but more specifically within the cybersecurity industry (Khan et
al., 2022). Previous research has also shown a severe lack of qualitative data collection methods existing
within the same cybersecurity industry (Jeong et al., 2019). This researcher believed the best way to gather
data was through interfacing with actual information security and information technology professionals.
Cresswell's frameworks were extensively reviewed and chosen to be the best construct for conducting
quality interviews during this process (Creswell & Poth, 2016). Our qualitative method would enable data
collection from subject matter expert experiences in dealing with insider threat attacks, activities, and
motivations. Interviews were conducted from 2020 to 2021. The interview schedule had to be adjusted
multiple times due to the global COVID-19 pandemic occurring during that time.

Participants were selected from three industries: government, healthcare, and information security. The
government was chosen because of recent attacks towards them and because their sect normally drives
policy. Healthcare was selected due to the continual increase in ransomware attacks. The information
security industry was chosen because of their overall expertise on the subject. One major constraint that
limited the number of participants revolved around non-disclosure agreements that information security
professionals are required to sign prior to beginning employment at most companies.

Prior to subject selection, a set of criteria was established. These standards ensured subjects had a good
blend of experience, knowledge, and formal education. Every participant was screened to ensure they pos-
sessed at least five years of industry experience, held an industry information security certification, and
had been awarded at least a master’s degree; no other participant biases were used during the screening
process. A summary of the participants is presented in Table 1. Interview scripts were developed to keep
the sessions under 45 minutes. The scripts were slightly refined after feedback from every three to four
sessions. Interviews were conducted virtually via Microsoft Teams and recorded using a digital recorder.

The coding process (Saldana, 2021) used logical steps from data to themes and, finally, factors. Two coding
cycles were utilized. The first coding iteration consisted of memoing and exploratory, in vivo, procedural,
and holistic coding. This was followed by a second cycle of pattern, focused, axial, and theoretical coding.
Every interview was painstakingly coded multiple times to ensure accuracy. Data was then refined and
scrutinized to make better sense of relationships and groupings. Categorizations of these groupings were
then developed, finally followed by themes. This researcher’s information security expertise and experi-
ence drove the data coding, categorizations, and thematic development.

Findings associated were all unmalicious. Employees
committing these infractions had received

proper training or were novices with their as-
signed technologies. The specific thematic title
assigned was: “Employees lacking foundational
technological knowledge unwittingly commit
cyber contraventions” This thematic area con-
tained 33 codes and was identified through-
out the interviews 138 times. The dominant

Multiple themes were identified when analyzing the
data, three of which were dominant. These themes
pointed to the individual employees committing in-
sider threat infractions. The first theme was related
to employees who committed infractions without
knowledge. The second theme concerns employees
committing actions with knowledge but without
malicious intent. The third and final theme focused human factor was awareness. All codes within
on the employee who knowingly committed the this theme were categorized as being Unwit-
action and had nefarious intentions. Overall, 125 ting-Unmalicious (UW-UM)

codes were identified, with the interviewees refer- o 'l'hgmeZ Category: Unwittili -Malicious
encing these codes a total of 889 times throughout (UW-M) Infrfcti(}),ﬁs- A se cor:gd theme

the interviews. Figure 1 details data code distribu- :

: emerged during the process. Only one code
tions from the research. 8 uring p y

fell into this category. However, a code was

e Theme 1 Category: Unwitting-Unmalicious identified when an interviewee posited that
(UW-UM) Infractions: The first major theme employees who did not know they were com-
the codes pointed to was employees unwittingly mitting an infraction could not have mali-
committing infractions without knowing they cious intent. This had to be coded because the
were committing the infraction. The incidents interviewee voiced their belief on the subject.
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Table 1. Participant Summary by Industry, Occupation, Education Level, Experience, and Certifica-

tions

Number Industries
of Par-

ticipants

Occupations

Formal Edu-
cation Level

Certifica-
tions

Expe-
rience
(years)

15 Cybersecurity - 6
Government - 5

Healthcare - 4 signer - 2

Officer - 2

ager -1

Cybersecurity Consultant - 5
Cybersecurity Exercise De-

Chief Information Security

Cybersecurity Auditor - 2
Cybersecurity Branch Man-

Senior Director of Security - 1
Cybersecurity CEO - 1
Chief Technology Officer - 1

Doctorate - 3 | 12-30 CISSP - 12
Doctoral years CISA -1
Student -1 CHCIO -1
Master’s - 7 Security
Bachelor’s - 3 Plus - 1

¢ Theme 3 Category: Witting-Unmalicious
(W-UM) Infractions: A third theme began to
emerge during the coding process. This theme
related to employees who wittingly commit
infractions but with unmalicious intent. Em-
ployees within this category knew right from
wrong but committed the infraction because
they wanted to complete their assigned tasks.
The theme Cyber infractions are sometimes
committed with a belief that harm will not come
to others, had two dominant human factors:
caring and devotion. There were 50 codes in
this group; they appeared 389 times throughout
the interviews. The third theme was identified
as employees committing Witting-Unmalicious
(W-UM) infractions.

e Theme 4 Category: Witting-Malicious (W-M)
Infractions: The final theme involved infrac-
tions related to employees who knowingly
violated company policy and meant to harm
the company. The name assigned for this theme
was Selfishness becomes the dominant behav-
ioral factor when employees commit malicious
cybercrimes. Employees in this area were cogni-
zant of the fact that they were committing the
infraction and had intent to do harm. Coding
grouped 42 codes into the category. Codes in
this group were referenced 362 times by the
interviewees. Infractions within this code group
were classified as Witting-Malicious (W-M).

Limitations

Some limitations were apparent during this study.
One limitation was the lack of access to insider
threat actors, mainly due to the study’s timeline.
The timeline also contributed to another limitation:
the inability to interview professionals from multi-
ple cybersecurity companies that fell into the large

business category. Another critical limitation sur-
rounded the type of information security profes-
sional. Most of the interviewees were experienced
professionals with multiple years of cybersecurity
expertise as well as necessary information security
certifications. However, more junior-level cyberse-
curity professionals could have been interviewed to
provide their first-hand account experiences. An-
other limitation was the lack of insider threats in-
terviewed; future research should focus on gaining
access to these individuals to prove the concepts
proffered in these studies. Finally, another limita-
tion involved the lack of interviewing insider threat
experts. The shortened timeline contributed to in-
terviewing these experts. It is recommended that
follow-up research consider these limitations and
institute steps to mitigate these shortfalls.

Conclusions

A major identified area uncovered during this study
related to the thoughts and intentions of employ-
ees when committing cyber infractions. This study
shows that employees commit infractions with dif-
fering cognizant levels of either witting or unwit-
ting. These same infractions were shown to have
been committed with differing employee inten-
tions of either unmalicious or malicious intent. The
research also shows that pairing of cognizant level
and intention focus is present for all cyber infrac-
tions. The data codes clearly point to four distinct
classifications of employee thinking and intentions
combinations. The unique category/classifications
that employee infractions fall into are either Un-
Witting-UnMalicious (UW-UM), UnWitting-Mali-
cious (UW-M), Witting-UnMalicious (W-UM), or
Witting-Malicious (W-M). Figure 2 reflects the flow
chart developed during the research to properly
classify infractions into the four distinct groupings.
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Individual Subcategory Code Distribution

m Codes Codes Referenced
450
400 389
362
350
300
250
200
150 138
100
50
50 33 42
. oo [l -
Unwitting/ Unwitting/ Witting/ Witting/
UnMalicious Malicious UnMalicious Malicious
m Codes 33 1 50 42
Codes Referenced 138 0 389 362

Figure 1. Code Distribution

¢ UnWitting-UnMalicious (UW-UM): This
infraction classification contained 33 codes,
which amounted to 26% of the total codes.
Incident codes of this type were committed by
employees who did not understand organiza-
tional security policies or who did not know
of the policies. Interviewee examples included
experiences with employees new to the orga-
nization or who were not provided with the
proper cybersecurity training.

e UnWitting-Malicious (UW-M): An interview-
ee provided his thoughts on the impossibility
of employees not knowing they were com-
mitting malicious acts. Other than this one
reference, no other codes or threat activities
are mentioned in this category. In actuality, it
is impossible for an insider threat to commit a
malicious infraction without being cognizant of
the event.

e Witting-UnMalicious (W-UM): 50 types of
these codes were identified during the process,
accounting for 40% of the code population.
This code category involved employees who
consciously committed infractions but were
more concerned with completing assigned
tasks. Interviewee examples included nurses

who would focus on administering life-saving
techniques to patients without regard to com-
pany security policies involving sign-in proce-
dures while using nursing stations.
o Witting-Malicious (W-M): 34% of the codes,
42 in all, fell into this classification. This area
contained cybersecurity incidents where the
employee had knowledge of the attack and had
malicious intent. Typical attacks associated with
the witting-malicious classifications included
embezzlement of company data and funds. The
employees, in this case, knowingly had inten-
tions to bring harm to the company. During
the process, an interviewee shared one account
where the employee of a company intentionally
elevated network administrative rights to gain
access to a company’s sensitive data.
Most studies relating to this topic are quantitative in
nature as opposed to qualitative. The coding aspect
allowed this researcher to interface with the subject
matter experts to ascertain their thoughts and views
on why the insider threat problem continues to grow
at an alarming rate (Schulze, 2024). This study shows
that employees commit infractions with differing
cognizant levels of either witting or unwitting. The
study also shows that the same infractions are com-
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Act
knowingly
committed?

Employee
commits act

Classify
Witting

Infraction
Malicious?

A 4

Classify
Unwitting

Unwitting &
Unmalicious
(UW-UM) Act

Malicious
Infraction?

Unwitting &
Malicious
(UW-M) Act

Y

Witting-
Unmalicious
(W-UM) Act

Witting-
Malicious
(W-M) Act

Figure 2. Employee Cyberspace Infraction Classification Process

mitted with either unmalicious or malicious intent.
Our research shows that pairing of cognizant level
and intention focus is present for all cyber infrac-
tions. Identifying these groupings is key to under-
standing where glaring infractions are committed
with intentions. What is specifically lacking in the
cybersecurity industry is a comprehensive classifi-
cation that focuses on intent and cognization that
is meshed with the human factor element. This was
attempted in previous studies using different mod-
els (Greitzer et al., 2014; Greitzer & Frincke, 2010),
showing the linkage of psychosocial intent and unin-
tentional insider threats to employees in the context
of social engineering attacks. Our novel construct
uses qualitative data from practitioner subject mat-
ter experts to establish linkage and classify employee
insider threat activities based on cognition level and
intent.

Categorizing infractions will allow companies to
better understand why employees commit infrac-
tions, as opposed to just knowing that an infraction
occurred. Executive and organizational leaders of-
ten struggle with properly identifying insider threat
activities. Improper identification ultimately leads
to struggles in creating secure company constructs,
which leads to improper training directives for em-
ployees who violate security policies. This novel clas-
sification construct will allow organizations to better
understand why insider threats occur. This will en-
able the organizations to look introspectively at the

infractions occurring within to better understand
the how and why of their specific incidents. Better
classification will further allow for the creation of
better training programs that could increase organi-
zational cyber hygienics. Fifteen cybersecurity sub-
ject matter experts provided data that points to the
lack of adequate employee incident classifications.
Continued research should center on further proof-
ing these classifications. Future research should be
quantitative and qualitative. The qualitative research
will allow further data to be conducted in the form
of real-world vignettes by industry cybersecurity ex-
perts who can provide synthesized experiences.

Where to Find Out More

The source publications can be found below.

e Green, M. L. (2021). Employees Breaking Bad
with Technology: An Exploratory Analysis of
Human Factors that Drive Cyberspace Insid-
er Threats (Publication Number 28771566)
[D.B.A., University of South Florida]. Dis-
sertations & Theses @ University of South
Florida - FCLA; ProQuest Dissertations &
Theses A&I; ProQuest Dissertations & The-
ses Global. United States -- Florida. https://
www.proquest.com/dissertations-theses/
employees-breaking-bad-with-technology/
docview/2595155354/se-22accountid=14745

e Green, M. L., & Dozier, P. (2023, July 31-Au-
gust 2). Understanding human factors of cyber-
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security: Drivers of insider threats (pp. 111-116).
Paper presented at the 2023 IEEE International
Conference on Cyber Security and Resilience
(CSR), Venice, Italy.
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